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What is a network? 



Shared Resources 





Cabling Standards 



Network Switches / Hubs 



MDF – Main Distribution Frame 

 

IDF – Intermediate Distribution Frame 



Routers 



Gateway 



Difference between a switch and a router 

Switch 

filters and forwards packets between LAN segments 

Router 

filters and forwards packets between networks. Located at 

Gateways, where two or more networks connect. 

Assign an IP address via DHCP (Dynamic Host Configuration 

Protocol) 



LAN vs WAN 



General Diagnostics Commands 

ipconfig 

ipconfig /all 

ping 

ping -t 

tracert 

nslookup 

 



Protocols 

IPv4  - current IP scheme (TWU) / 32bit scheme allowing just 

over 4 billion addresses. Example of IPv4 168.210.1.57 

 

IPv6  - most recent version of IP (intended to replace IPv4) / 

128 bit scheme written in hexadecimal Example of IP v6 address:  

    3ffe:1900:4545:3:211:d8ff:fe21:67cf 

 

DHCP  - automatically assign an IP address 

 

TCP  - core protocol Internet Protocol Suite 



More Protocols 

FTP  - transferring files over the internet from 1 host to another 

 

DNS  - www.google.com - 173.194.115.38 

 

SSL/TLS - communications security over computer network 

    

HTTP  - foundation of data communication for the WWW (request/response) 

 

HTTPS - adding security capabilities of SSL and TLS to HTTP 

 

SMTP  - internet standard for electronic mail 

 



Network Monitoring  



Certifications 

Agnostic 

 

CompTia Network+ 

CompTia Security+ 



Certifications 

Vendor Certifications 

 

Entry level: 

CCENT (Cisco Certified Entry Network Technician) 

CCT (Cisco Certified Technician) 

Associate: 

CCNA (Security, Data Center, Routing & Switching, Service 
Provider, Video, Voice, Wireless) 

Professional: 

CCNP 

Expert: 

CCIE (Cisco Certified Internetwork Expert) 

Architect 

CCAr 



Careers / Opportunities 



Careers / Opportunities 



Careers / Network Administrator 
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